
WanGuard and
Juniper MX routers 
as a complete 
protection for 
DDoS attacks
ITORO 

Automatic Dynamic Mitigation

Intelligent Traffic Detection

Always-On Line-Rate Filtering



How It Works — Juniper MX204 + WanGuard
Two products. One solution. Delivered by ITORO.

Juniper MX
Static Always-On Gateway
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WanGuard
Dynamic Detection & Response Engine
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Juniper MX — Always-On DDoS Protection

Input Filter Output Filter

Layer 1 
Transit DDoS Protection (WAN & LAN interfaces)
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Layer 2 
Routing Engine Protection (lo0 CoPP)
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Juniper MX Filter Package — Depth & Complexity

Transit Filters — Hard Blocked Categories:
▪

▪

Routing Engine CoPP:
▪

▪

Every filter term has a named counter:
▪

▪

▪

Anti-Spoofing — uRPF on all interfaces:
▪

▪

▪



REAL-TIME ATTACK TELEMETRY

Juniper MX Edge Telemetry
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