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About
ITORO

WanGuard – anti DDoS Software 

Server provisioning and Linux performance tuning

Full pre- and post-deployment support



Experienced Partners

ITORO
Network Security Integrator

WanGuard
DDoS Platform by Andrisoft — our flagship tool



WanGuard – an enterprise-grade DDoS 
protection platform with precision 
traffic filtering via BGP FlowSpec.
Volumetric Attack Protection:

How Does WanGuard Protect Networks?

Types of DDoS Attacks Blocked by WanGuard:

Network & 
Amplification

FRAGMENT, SMURF, SNMP

SSDP, MEMCACHED, CHARGEN

SYN-ACK / SYN / ICMP

Application &
Protocol

SIP, NETBIOS, LDAP/CLDAP

QUIC, INVALID PACKETS

SYN-ACK / SYN / ICMP

Flood &
Volumetric

UDP/TCP Floods

DNS/NTP Flood

TCP:NULL, RST, ACK, SYN-ACK, XMAS

Carpet Bomb — traffic filtering



WanGuard
- DDoS protection system

Volumetric DDoS 
attacks – WanGuard 
Specialization

Other DDoS attacks supported by WanGuard:
▪

▪

▪

▪

▪

▪

▪

▪

▪

▪

▪

▪

▪

▪

▪

▪

Protection against this type of attack:



Amplification 
Attacks:
▪

▪

▪

▪

▪

▪

▪

▪

▪

▪

▪

▪

▪

▪

▪

▪

▪

▪

▪

▪

▪

WanGuard Detection options

Layer 3 and 4
6

80% 

20% 

Your Network

Legend



NetFlow / sFlow / IPFIX

35-95sec 
to detect & mitigate

P O R T - M I R R O R

DPDK packet inspection

▪ Fastest detection — reacts before customers notice

▪ Stops carpet-bomb & volumetric floods at line rate

▪ Granular FlowSpec rules — legitimate traffic untouched

▪ Scales with traffic— ITORO tunes it

▪ The choice for ISPs / DataCenter with transit & DDoS exposure

<5sec 
RTBH   ·   15–30 sec filtering

CHOOSE YOUR DETECTION SPEED

Two ways to see an attack 
— you pick the trade-off



TRAFFIC COLLECTION  — VISIBILITY & COVERAGE

What each method actually sees

every capability

     

★ Port-Mirror  (DPDK)

all fields — but sampled

     

sFlow

coarse 5-tuple only

     

IPFIX  (v10)

coarse 5-tuple only

Full copy of every packet Sampled packet copy (1 in N) Flow records — coarse, no packets Flow records — coarse, no packets

100% of packets Sampled fraction only 0% per-packet — counters only 0% per-packet — counters only

< 5 s RTBH · 15–30 s filtering 5–30 s  (5 s on Arista) 35–95 s — too slow 35–95 s — too slow

Visible — every fragment Only if the fragment is sampled In the IPFIX standard, but routers don't export it Not reported at all

Exact flags, per packet Exact — but only on sampled packets Flags merged over the flow — combos lost Flags merged over the flow — combos lost

     

NetFlow  v5 / v9

Why it matters
  



WanGuard Detection Speed Advantage
over other anti-DDoS systems
Mirror based traffic detection with DPDK technology

<5sec 15-30sec 

Black Hole Routing Traffic filtering

By this point, end users have already lost Internet access.

35-95sec 



Key 
Concepts 
of DDoS 
mitigation 
options

Black Hole Routing 
Remotely Triggered Black Hole Routing 

▪

▪

▪

FlowSpec
RFC 5575 

▪

▪

▪



HONEST SCOPE  ·  WHAT WE CAN & CANNOT BLOCK

Mitigation has limits — and we are honest about them

What We Mitigate Where We Escalate — Honestly

Within Your Uplink
Filtered on-net — WanGuard + Juniper MX · FlowSpec · RTBH

Beyond The Pipe
Escalate to external scrubbing

Your Uplink Capacity 



WanGuard and
Juniper MX routers 
as a complete 
protection for 
DDoS attacks
ITORO 

Automatic Dynamic Mitigation

Intelligent Traffic Detection

Always-On Line-Rate Filtering



How It Works — Juniper MX204 + WanGuard
Two products. One solution. Delivered by ITORO.

Juniper MX
Static Always-On Gateway

▪

▪

▪

▪

WanGuard
Dynamic Detection & Response Engine

▪

▪

▪

▪

ITORO 



Juniper MX — Always-On DDoS Protection
Input Filter Output Filter

Layer 1 
Transit DDoS Protection (WAN & LAN interfaces)

  









  

Layer 2 
Routing Engine Protection (lo0 CoPP)



 







Juniper MX Filter Package — Depth & Complexity

Transit Filters — Hard Blocked Categories:
▪

▪

Routing Engine CoPP:
▪

▪

Every filter term has a named counter:
▪

▪

▪

Anti-Spoofing — uRPF on all interfaces:
▪

▪

▪



REAL-TIME ATTACK TELEMETRY

Juniper MX Edge Telemetry



WHY ITORO

From design to production – One partner

Before choosing a DDoS protection provider, ask:„

Assess Design Configure Deploy Support



Scope of 
WanGuard’s
Basic 
Protection 
Deployment 
- RTBH



WanGuardwith RTBH (Black Hole Routing)



DDoS
traffic 
filtering

Traffic filtering capabilities:



Advantages of using 
BGP FlowSpec

Quick response to attacks Integration

Precise traffic filtering Easy to manage and deploy

Scalability Cost reduction



Scope of 
WanGuard’s
Advanced 
Protection 
Deployment 
RTBH & BGP FlowSpec 
Filtering & Traffic 
Redirection



WanGuardwith BGP FLOWSPEC



WanGuardSystem Architecture

Management & Control Server
▪

▪

High-Speed Filtering Sensors

Deployment Specifications
▪

 

Protection Methodology 
Multi-Stage Mitigation:
▪

▪

 

False Positive Reduction
▪



WanGuardExample DDoS 
attack - UDP port 80 
Description of the Attack:

WanGuard System Response:

Effect:



WanGuardCase Study - ISP Operator, 
Carpet Bomb Attack (50 Gbps)
The Problem

The Attack

The solution

The Result



WanGuardCarpet Bomb Attack
Attack Detection

Attack Classification: DNS & NTP Amplification

Mitigation
▪

▪

▪



CARPET 
BOMB
SAMPLE
REPORT



NEW FOR 2026 · INCIDENT RESPONSE

Emergency DDoS Response

A N N U A L

€6000
year

Why it matters now

▪

▪

▪

▪

▪ Most ISPs have no one who can read the packet capture during attacks



PORT-MIRROR SENSOR CAPACITY

Sensor & Filter pricing scales with port speed

Sensor (2 ports) Approx. CPU cores Detection One-time deploy Best fit

2 × 100GE   ★ default ~24-32 <5s / 15–30s €6,000 Most ISPs today



Support task Silver Gold Gold + Platinum

    

    

    

    

    

    

    

/yr
€1,500

/month /month /month

TECHNICAL SUPPORT · 2026

Pick the level 
of cover — 
most ISPs 
choose Gold



PUTTING IT TOGETHER

A typical deployment — and why it's low-risk
Recommended package EUR

included

First-year total €26,500

Following years €20,500

L O W - R I S K  B Y  D E S I G N

Are You under DDoS attack? 30 
day offer validity



COMPLIANCE  ·  EU NIS2 DIRECTIVE  (2022/2555)

DDoS resilience is now a legal obligation

What NIS2 Requires How ITORO Covers It

Technical measures to manage cyber risk 

Incident reporting

Management accountability

Applies to essential & important entities: 



sales@itoro.com.pl

Let’s talk about your network.

Scoped to fit — no overselling.


	Default Section
	Slajd 1
	Slajd 2
	Slajd 3
	Slajd 4
	Slajd 5
	Slajd 6
	Slajd 7
	Slajd 8
	Slajd 9
	Slajd 10
	Slajd 11
	Slajd 12
	Slajd 13
	Slajd 14
	Slajd 15
	Slajd 16
	Slajd 17
	Slajd 18
	Slajd 19
	Slajd 20
	Slajd 21
	Slajd 22
	Slajd 23
	Slajd 24
	Slajd 25
	Slajd 26
	Slajd 27
	Slajd 28
	Slajd 29
	Slajd 30
	Slajd 31
	Slajd 32
	Slajd 33

	Temp
	Slajd 34


